Oregon NeiEE) Bar

Dear Colleague:

A new phishing scam is targeting Oregon State Bar licensees. The email purports to be from
OSB CEO Helen Hierschbiel, sent this first week of December 2025. We recommend that
licensees delete the email and where appropriate, inform their IT specialists.

Phishing attempts targeting the OSB and/or Oregon bar licensees are on the rise, with multiple
and frequent attempts in 2025. It is a reminder to screen every email carefully before clicking on
any content. Some quick tips:

e Check the “from” address for anything that looks unusual. There are usually clues —
sometimes as subtle as one missing letter.

» Always use a separate channel (phone, text or a separate email sent to the contact’s known
address) — to verify the email’s origin.

» Any urgent requests related to money, payments or gift cards should be considered highly
suspicious.

» Always report phishing incidents to your IT department, ideally via your email system’s
phishing report tool.

e Any email from the OSB will only come from the “osbar.org” domain name. Similarly, emails
from the PLF will only come from “osbplf.org.” Today’s attempt, for example, adds a
“sendcrip” to the email address. Another recent attempt was sent from a “.com” address
instead of “.org.”

Finally, please note that we have a Scam Alert page on our website where we post scams
targeting the legal profession. It is on the bottom right of the main page at www.osbar.org.

If you receive a phishing email that relates to the Oregon State Bar, or seems to target lawyers,
licensed paralegals or the legal profession, please report this to webmaster@osbar.org.

Thank you for remaining vigilant as these attempts grow in both volume and sophistication.
Best regards,
Richard Appleyard

Chief Technology Officer
Oregon State Bar


https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fosbar.informz.net%2Fz%2FcjUucD9taT0zNTAxODA5JnA9MSZ1PTUyNTIwNjA5MSZsaT00MDc0MDgzNg%2Findex.html&data=05%7C02%7Cmlegleiter%40osbar.org%7C0f73cb8fd0db485539c008de31d94ff1%7C981da5faa35443f199825960db6833bb%7C0%7C0%7C639003006616658143%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=S%2FlCaz2W7zeTbjSC9pKlO%2FDIlIFIgoJ4S6VCoOzcn3o%3D&reserved=0
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